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DESCRIPTION 
Every institution has its unique strategic objectives and growth strategies in which technology will serve an integral role in 
obtaining those objectives. Regardless if your role is in technology, all aspects of banking depend on technology for 
critical business functions. It is essential that leaders in any organization must understand the important of technology 
and its role, while ensuring risks have been mitigated appropriately when the technology is leveraged. Risk identification, 
measurement, mitigation, and monitoring are standard components of risk assessment methodologies and this class will 
explore these components in various business processes of the institution. 
 
Typically, risk is calculated when the importance of an item being assessed has been identified and the known threats 
against it analyzed. Having measured the risks associated with the item, current controls are identified, and an 
assessment is made to determine if they are adequate. If additional controls are needed to achieve the intended risk 
tolerances, those are also identified. These controls become the policies and procedures that are leveraged to operate the 
institution. Auditing processes are aligned with these risks, to ensure audits focus on highest risks to the institution, 
ensuring controls have been successfully implemented and that they equate, given the known risks. 
 
PURPOSE 
This IT risk management processes course will provide students with essential methods to measure and understand risk, 
make effective decisions, so information technology can be leveraged while operating within the board’s risk appetite. 
Decisions on controls made from risk assessments are essential in establishing the organization’s governance approach 
with the appropriate policies and procedures. 
 
OBJECTIVES 
Common cybersecurity risks to technology systems leveraged by financial institutions will be reviewed. In addition, this 
course explores the following risk management areas: 

• IT Risk Assessment 
• Cybersecurity Risk Assessment 
• Vendor Management 
• Business Impact Analysis 
• Commercial Account Risk Assessment 
• Enterprise Risk Management 

 
FEATURES 
Course material provided in this course will be delivered in a lecture style and encourages student participation. 
Discussion will highlight security risks to financial institutions, examples of various risk assessment processes with an 
emphasis on Cybersecurity and Vendor Management. The risk management processes will provide students with 
essential methods to measure and understand risk, make effective decisions, so information technology can be leveraged 
while operating within the board’s risk appetite. 
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